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Abstract

There is a way to protect security files or assets. Development on law enforcement has been a continuous way to
improve the methods and methods of effective security system. When it comes to safety, the biometric system is
one of the effective methods. In this paper, law enforcement biometric system and iris recognition will be
discussed. In addition, some other forms of biometric system will also be mentioned. By making such
comparisons, each system will be separated for their weaknesses and effectiveness.

Introduction

Biometrics, which means life and measurement respectively from two ancient Greek words, bios and metronics,
refers to two very different areas of study and application. First, which is old and used in biological studies, is
the collection, synthesis, analysis and management of biology. In the context of biological sciences, or
biostatics, biometrics has been studied since the beginning of the twentieth century .

Recently and incompatible, the word has been broadly expanded to include studies of methods of identifying
humans specifically on the basis of one or more internal physical or behavioral symptoms.

Biometric characteristics can be divided into two main sections, as said on the paper:

Body body is related to size. The oldest signs, which have been used for more than 100 years, are fingerprints.
Other examples are face recognition, hand geometry and iris recognition

Behavior is related to the behavior of a person. The first feature to be used today is still widely used, signature.
The more modern approach is the study of keystroke mobility and voice.

Speaking rigorously, the voice is also a physical symptom because each person has a different pitch, but voice
recognition is based primarily on the manner of speaking of a person, which is usually classified as behavior. .
The oldest signs, which have been used for more than 100 years, are fingerprints. Other examples are face
recognition, hand geometry and iris recognition.Behavior is related to the behavior of a person. The first feature
to be used today is still widely used, signature.

Literature review

Jarrod Sadulski in his article” Managing police stress to strengthen relationships at home” concluded that the
police profession is inherently stressful and can have an adverse effect on police marriages and family
relationships. The officers must be deliberate about taking steps to address their stress, so it doesn®t impact their
relationship with loved ones.

J.E. Agollaconducted a study in Botswana, among the police to find out work stress symptoms and coping
strategies among the police service. This study reveals that the police work stressors are : getting injured, while
on duty and the useof force when the job demands to do so, etc. The coping strategies were identified as
exercising, socializing,healthy eating or diets, career planning and employee training.
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Proposed system
Facial Cognitive System

Analysis and recognition of facial features is a tool that is used to detect offenders and unwanted ones.
Traditional biometric methods to be introduced to improve safety are primarily based on the cross that matches
the person's face, in which their identities are recorded in the material. At present, the data is static and for
example, in order to avoid identity, cosmetic or plastic surgery of your face will not identify the suspects.
However, through the example, it is possible to train those people who can be called "face-brain" for the
memorable faces of the suspects on the clock-list. Trainees can obtain the skills of cross-matching key features
of the faces of people seen on the ports compared to forensic facial databases. The brain-machine interface
method is based on the functional transcranial Doppler spectroscopy (FTCDS) and identifies its equal presence
in the brain of the male, in the left middle cerebral artery, the cortical long-term capacity (CLTP) and other
observers Face .

Hand and finger geometry recognition

People's hands and fingers are unique - but other signs such as fingerprint or iris are not unique. This is the
reason why businesses and schools generally use hand and finger geometry readers to authenticate users, rather
than high security features, not to recognize them. Disney theme parks, for example, use finger geometry
readers to allow park holders to enter different parts of the park. Some business people use hand geometry
instead of timecards.

Hand and finger geometry systems have some strengths and weaknesses. Since hands and fingers are less
specific to fingerprint or irises, some people are less likely to feel that the system attacks their privacy.
However, due to injury, many people change hands over time, make changes in weight or arthritis

Identification by Hand Identification

At first glance, using handwriting does not seem to be a good idea to identify people. After all, many people can
learn to copy the handwriting of others with less time and practice. It seems that getting a copy of someone's
signature or the required password will be easy and it will be easy to learn to make it.

But biometric systems just do not see how you shape each letter; They analyze the writing work. They check
with the pressure and speed and rhythm you use. They also record the sequence in which you make the letters,
like you add dots and as soon as you finish the word or cross it.

The sensor of a handwriting recognition system may include a touch-sensitive writing surface or a pen
containing sensors that detect the angle, pressure and direction. The software translates handwriting into a graph
and recognizes small changes in a person's handwriting with day-to-day and time

Voiceprint recognition

Your voice is unique because your vocal cavity shapes and when you speak, you take your mouth. To enroll in
the VoicePrint system, you either need exact words or phrases that you want, or you give a detailed sample of
your speech so that the computer can identify you which words you say.

When people think of VoicePrints, they often consider a Wesel pattern which they see on oscilloscope. But the
data used in the voiceprint is a sound spectrogram, not the wave form. A spectromogram is basically a graph
that shows the vertical axis on horizontal axis and frequency of sound over time. Different speeches make
different shapes within the sound graph.

Spectrograms also use brown colors or colors to represent acoustic properties of sound
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Speaker recognition systems use spectrograms to represent human voices.

To offer an attractive, proven routine proven data rights, which uses the Defile-Hellman to use the common key
to collect Homomorphism Authenticator. Specifically, in our system, the verifier is stateless and self-ruling of
the regulated stockpiling organization. Distributed storage space, date assurance in content products, for
example, information privacy, honesty and availability becomes increasingly basic in many business
applications. Late, many trustworthy information ownership (PDP) plans have future to secure future
dependence. In various bags, it is necessary to handover some remote information ownership evaluation
evaluation to some options. As always, these PDP plans are not secure because the options arrange for grouping
into some distributed storage servers.

Iris scanning

Iris scanning may seem very in the future, but there is a simple CCD digital camera in the heart of the system. It
uses both visible and close infrared light to take a clear, high-contrast picture of a person's iris. With near
infrared light, a person's student is very black, making it easier for the computer to separate the student and the
iris.

Eye antonomy

When you look into an iris scanner, either the camera focuses automatically or you use a mirror or audible
feedback from the system to make sure that you are positioned correctly. Usually, your eye is 3 to 10 inches
from the camera. When the camera takes a picture, the computer locates:

. The center of the pupil

. The edge of the pupil

. The edge of the iris

. The eyelids and eyelashes

Then it analyzes the patterns in the iris and translates them into a code.

Iris scanners are becoming more common in high security applications because people's eyes are so unique.

Iris is a visible but protected structure, and it usually does not change over time, making it ideal for biometrics.
recognise. Most of the time people also have eyes

Irrevocated after eye surgery, and blind people can use iris

An iris scanner scanner, as long as his eyes are upset. Eyeglasses and contact lenses usually do not cause
interference or wrong readings.
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VeinGeometry Identification

Along with iris and fingerprint, the nerves of a person are completely unique. Twins do not have the same
nerves, and the nerves of a person differ between their left and right edges. Many veins are not visible through
the skin, making them very difficult to fake or tamper with. Their size as a person ages also changes very little.

Hemoglobin in your blood absorbs the light, so veins appear black in the picture. As with all the other biometric
types, the software creates a reference template based on the shape and location of the vein structure.

Scanners that analyze vein geometry are completely different from vein scanning tests that happen in hospitals.
Vein scans for medical purposes usually use radioactive particles. Biometric security scans, however, just use
light that is similar to the light that comes from a remote control[",

Some people confuse iris scans with retinal scans. Retinal scans, however, are an older technology that required
a bright light to illuminate a person's retina. The sensor would then take a picture of the blood vessel structure in
the back of the person's eye. Some people found retinal scans to be uncomfortable and invasive. People's retinas
also change as they age, which could lead to inaccurate readings!’.

Existing system
Factors to determine characteristics:

It is possible to understand whether the human trait can be used for biometrics in the context of the following
standards

) Universalism
Everyone should be special
. Specialty
How well biometricis  different from the other
. Stability

t measures how well biometric biometrics increases
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The picture shows a simple block diagram of biometric system. When such systems are networked with
telecommunications technology, biometric systems become telebimetric systems. A system that can do main
operations is enrollment and testing. During enrollment, biometric information is collected from a person.
During the test, biometric information is detected and compared with stored information. Note that it is
important that the storage and recovery of such systems be safe when the biometric system is strong. The first
block (sensor) is the interface between the real world and our system; It must get all the necessary data. Most of
the time, this is an image acquisition system, but it can change according to the desired characteristics. The
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second block performs all the necessary pre-processing: To use input of some kind of generalization, etc., to
remove the artwork from the sensor (for example, to remove background noise) to increase the input. The third
block has been removed in the facilities. This step is an important step because it requires removal of the right
features and optimal removal. To create a template, an image of a vector or a special property of numbers is
used. There is a synthesis of all the attributes obtained from a template source, which is in optimal size for
adequate identification.

Functions of biometric systems
* Verification

Authenticates your users with a smart card, username or ID number Biometric templates have been captured,
which is stored against the registered user on a smart card or database for verification.

* Identify

Smart card user authenticates its users with biometric attributes alone without the use of users or ID numbers.
The biometric template is compared to all records in the database and the closest match score is returned. Within
the permitted threshold, the nearest match is considered as a person and is certified.

Performance
* False Approval Rate / False Match Rate (FAR / FMR)

It is likely that the system incorrectly declares the input pattern and a successful match between a non-matching
pattern in the database. It measures the percentage of invalid matches.

* False Rejection Rate / False Non-Match Rate (FRR / FNMR)

It is possible that the system incorrectly declares matching failure between input patterns and matching
templates in the database. It measures the percentage of valid input to reject.

* Receiver operating feature / relative operating facility

The ROC plot is obtained by illustrating the values of the FAR and FRR, which changes the variable. A
common difference is the error of error (DET), which is achieved by using a normal deviation scale on bhoth
axes.

Issues and concerns

With many interesting and powerful development of technology, there are concerns about biometrics. The
biggest concern is the fact that once the fingerprint or other biometric source has been compromised, it has been
compromised for life, since users can never change their fingerprint. A theoretical example is a personal
identification number (PIN) or debit card with biometric. Some people argue that if a person's biometric data is
stolen, then it can allow someone else to access personal information or financial accounts, in which case the
damage can be irreversible. However, this argument ignores the internal keyboard factor for all biometrics-
based security solutions: Biometric solutions are based on matching the point of transaction, the information
obtained through the "live" biometric sample scan is a reputable, static "match template" Was created when the
user was originally enrolled in the security system. Most commercially available biometric systems resolve
issues to ensure that the stable enrollment sample has not been tampered with (for example, using hash codes
and encryption), hence the problem is effectively limited to those cases While scanned "live" biometric data has
been hacked, however, the most efficiently designed solutions include the Antihaki routine This is included. For
example, scanned "live" images are not the same as scanning scans due to the underlying plasticity of
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biometrics; Therefore, the irony is that the use of stored biometric "replay"” attack is easily detected because it is
a very accurate match.

The television program Mythbusters attempted to break biometric authentication as well as in a commercial
security door equipped with a personal laptop. Except the system of laptops proved difficult, except for the
printed scan of fingerprint, advanced commercial security door was cracked with "live" sensing. There is no
basis for accepting it the tested security door is representative of the current typical state of biometric
authentication, however. With careful matching of tested biometric technologies to the particular use that is
intended, biometrics provide a strong form of authentication that effectively serves a wide range of commercial
and government applications.

Biometric verification of an individual’s identity can help control the risks associated with misidentification.
However, biometric verification can itself be compromised through vulnerabilities in the system. This can occur
through deliberate attempts to breach security and the integrity of the biometric process as shown in the
television program MythBusters. To address this risk the Biometrics Institute has established a Biometrics
Vulnerability Assessment Methodology.

However, the clear concern is that the number of biometric samples of an individual are limited. If all samples
are lost via compromise The legitimate owner will be unable to replace the old ones. In addition, a limited
number of samples mean that there is a concern with the secondary use of biometric data: A user who reaches
two systems with the same fingerprint, it can be allowed to maskrud someone else. Several solutions to this
problem are being actively researched

Cancellable biometrics

Physical criteria in the form of face, fingerprint, iris, retina, hand, or behavioral characteristics like sign, voice,
move, must be met to meet a certain criteria to qualify for use in identification. They should be unique,
universal, acceptable, collective and convenient for the person, in addition to credibility on identification,
performance and tampering. Most importantly, sustainability is an important feature for biometrics. Specifically,
all the features mentioned above should be changed, uniquely or unacceptably changed, in the lifetime of the
person. On the other hand, this fundamental feature has brought biometrics to challenge new risks. If biometric
data is obtained, for example by unauthorized users have compromised the database, the real owner will always
lose control and lose its identity.

Previously, research was focusing on using biometrics to overcome weakness in traditional authentication
systems which use tokens, passwords or both. Weakness, such as sharing passwords, losing tokens, predicting
passwords, forgetting passwords and much more, were successfully targeted by biometric systems, although the
accuracy still remains a major challenge for many different biometric data. But there is not a general benefit of
passwords in biometrics. This is the issue again. If a token or password is lost or stolen, they can be canceled
and replaced by a new version. On the other hand, it is not available naturally in biometrics. If someone's face
has been compromised with the database, then they can not cancel it or release it again. Whether or not all data
including biometrics is weak in storage or in processing conditions. A relatively recent study has been done to
understand the security of biometric data more seriously. Cancellable biometrics is a way in which biometrics
has the successor and safety features of replacement. This was first proposed by Retha et al [4]. In addition to
credible accuracy performance and to meet the goal, replacement policy can be non-reusable for non-cancelable
biometrics.

Several methods have been proposed to generate cancellable biometrics. Essentially, cancellable biometrics
distort biometric images or features before matching. The variability in distortion standards provides a
cancellable nature of the plan.
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Uses and Initiatives
Australia

Visitors intending to come to Australia will soon have to submit to the biometric certification as part of the
SmartGet system, which will add individuals to their visas and passports. Biometric data has already been
collected by immigration from some visa applicants. Australia Biometrics is the first country to offer privacy
code, which is established and administered by the Biometrics Institute. Biometrics Institute Privacy Code
Biometrics Institute becomes part of Australian Privacy Law. The privacy standards in the Code include at least
privacy standards similar to the Australian National Privacy Principles (NPP), and some standards of privacy
protection have been included in respect to certain acts and practices. Only members of the Biometrics Institute
are eligible to subscribe to this Code. Biometrics Institute membership, and thus membership of this Code is
voluntary.

Brazil

Since the beginning of the 20th century, Brazilian citizens have user ID cards. The decision by the Brazilian
Government to adopt fingerprint-based biometrics was done by Felix Pacheco in the capital of Rio de Janeiro
during that time of the Federal Republic. Dr. Pecéko was a friend of Dr. Juan Vuittit, who invented one of the
most complete tenprint classification systems in existence.

Germany

The biometrics market in Germany will experience a huge increase in 2009. "The size of the market will
increase from € 12 million (2004) to 377 million € (2009)." The federal government will be a major contributor
in this development. "In particular, government project for identification of fingerprint and face biometric
processes May 2005, the Upper House of Parliament approved the implementation of EACA, which issued a
passport issued to all German citizens including biometric technology.

United States of America

The United States government has become a strong lawyer of biometrics with increased security concerns in
recent years since September 11, 2001. Beginning in 2005, US passports with face (image-based) biometric data
were to be prepared. In many countries, privacy activists have criticized the use of technology Risks of civil
liberties, privacy, and identity theft risk possible At present, there is some apprehension in the United States
(and the European Union) that the information can be "skimmed" and citizenship of people can be identified
remotely for criminal intentions like abduction.

Conclusion

Stress in law enforcement is difficult to measure and cannot be attributed to just one factor. In essence, police
stress is a complex formula that has many different contributory factors.Most of the stressors are categorized
into intra-personal, inter personal, work-related, family and if stress is neglected it effects on their mental and
physical health and their family relations also adversely affected. The positive attitude and meditation will be
helpful for coping the stress. Thinking in a broader perspective of life will change stress. There are many ways
for managing stress, such as meditation, yoga, etc. The negative stress or distress kills the employees*™ positive
attitude and it turns to absent, turnover, immoral, anxiety, depression, aggressive and so on. Hence, it will be
successful if it makes distress into ,,eu-stress™, the healthy lifestyle as well as organizational well-being will be
changed.

Future of biometrics

Biometrics can do a lot just by determining whether someone has the facility to walk through a particular door.
Some hospitals use biometric systems to ensure that the mother takes the right newborns home. Experts have
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advised people to scan their important documents such as birth certificates and social security cards, and store
them in biometric-safe flash memory in case of national emergencies. Here are some biometric techniques you
can see in the future:

» New methods that use DNA, nail bed structure, teeth, ear size, body odor, skin patterns and blood pulses
* More precise home use systems

* Subscribe to the club with biometric security, often opt-in to the buyer program and fast checkout system More
prevalent biometric systems instead of passports at border shifts and airports.

References

1. Kaliyamurthie, K.P., Sivaraman, K., Ramesh, S. Imposing patient data privacy in wireless medical sensor
networks through homomorphic cryptosystems 2016, Journal of Chemical and Pharmaceutical Sciences 9 2.

2. Kaliyamurthie, K.P., Balasubramanian, P.C. An approach to multi secure to historical malformed documents
using integer ripple transfiguration 2016 Journal of Chemical and Pharmaceutical Sciences 9 2.

3. Kaliyamurthie, K.P., Balasubramanian, P.C. An approach to multi secure to historical malformed documents
using integer ripple transfiguration 2016 Journal of Chemical and Pharmaceutical Sciences 9 2.

4. A.Sangeetha,C.Nalini,”Semantic Ranking based on keywords extractions in the web”, International Journal
of Engineering & Technology, 7 (2.6) (2018) 290-292

5. S.V.GayathiriDevi,C.Nalini,N.Kumar,”An efficient software verification using multi-layered software
verification tool “International Journal of Engineering & Technology, 7(2.21)2018 454-457

6. C.Nalini,ShwtambariKharabe,” A Comparative Study On Different Techniques Used For Finger — Vein
Authentication”, International Journal Of Pure And Applied Mathematics, Volume 116 No. 8 2017, 327-333,
Issn: 1314-3395

7. M.S. Vivekanandan and Dr. C. Rajabhushanam, “Enabling Privacy Protection and Content Assurance in
Geo-Social Networks”, International Journal of Innovative Research in Management, Engineering and
Technology, Vol 3, Issue 4, pp. 49-55, April 2018.

8. Dr. C. Rajabhushanam, V. Karthik, and G. Vivek, “Elasticity in Cloud Computing”, International Journal of
Innovative Research in Management, Engineering and Technology, Vol 3, Issue 4, pp. 104-111, April 2018.

9. K. Rangaswamy and Dr. C. Rajabhushanamc, “CCN-Based Congestion Control Mechanism In Dynamic
Networks”, International Journal of Innovative Research in Management, Engineering and Technology, Vol 3,
Issue 4, pp. 117-119, April 2018.

10.Kavitha, R., Nedunchelian, R., “Domain-specific Search engine optimization using healthcare ontology and

a neural network backpropagation approach”, 2017, Research Journal of Biotechnology, Special Issue 2:157-
166

11.Kavitha, G., Kavitha, R., “An analysis to improve throughput of high-power hubs in mobile ad hoc network”
, 2016, Journal of Chemical and Pharmaceutical Sciences, Vol-9, Issue-2: 361-363

12.Kavitha, G., Kavitha, R., “Dipping interference to supplement throughput in MANET” , 2016, Journal of
Chemical and Pharmaceutical Sciences, Vol-9, Issue-2: 357-360

International Journal of Modern Agriculture, Volume 9, No. 4, 2020



1176
International Journal of Modern Agriculture, Volume 9, No. 4, 2020
ISSN: 2305-7246

13.Michael, G., Chandrasekar, A.,”Leader election based malicious detection and response system in MANET
using mechanism design approach”, Journal of Chemical and Pharmaceutical Sciences(JCPS) Volume 9 Issue 2,
April - June 2016 .

14.Michael, G., Chandrasekar, A.,”Modeling of detection of camouflaging worm using epidemic dynamic
model and power spectral density”, Journal of Chemical and Pharmaceutical Sciences(JCPS) Volume 9 Issue 2,
April - June 2016 .

15.Pothumani, S., Sriram, M., Sridhar, J., Arul Selvan, G., Secure mobile agents communication on
intranet,Journal of Chemical and Pharmaceutical Sciences, volume 9, Issue 3, Pg No S32-S35, 2016

16.Pothumani, S., Sriram, M., Sridhar , VVarious schemes for database encryption-a survey, Journal of Chemical
and Pharmaceutical Sciences, volume 9, Issue 3, Pg NoS103-5106, 2016

17.Pothumani, S., Sriram, M., Sridhar, A novel economic framework for cloud and grid computing, Journal of
Chemical and Pharmaceutical Sciences, volume 9, Issue 3, Pg No S29-S31, 2016

18.Priya, N., Sridhar, J., Sriram, M. “Ecommerce Transaction Security Challenges and Prevention Methods-
New Approach” 2016 ,Journal of Chemical and Pharmaceutical Sciences, JCPS Volume 9 Issue 3.page
no:S66-S68 .

19.Priya, N.,Sridhar,J.,Sriram, M.“Vehicular cloud computing security issues and solutions” Journal of
Chemical and Pharmaceutical Sciences(JCPS) Volume 9 Issue 2, April - June 2016 .

20.Priya, N., Sridhar, J., Sriram, M. “Mobile large data storage security in cloud computing environment-a new
approach” JCPS Volume 9 Issue 2. April - June 2016

21.Anuradha.C, Khanna.V, “Improving network performance and security in WSN using decentralized
hypothesis testing “Journal of Chemical and Pharmaceutical Sciences(JCPS) Volume 9 Issue 2, April - June
2016 .

22. Anuradha.C, Khanna.V, “A novel gsm based control for e-devices* Journal of Chemical and Pharmaceutical
Sciences(JCPS) Volume 9 Issue 2, April - June 2016 .

23.Anuradha.C, Khanna.V, “Secured privacy preserving sharing and data integration in mobile web
environments “ Journal of Chemical and Pharmaceutical Sciences(JCPS) Volume 9 Issue 2, April - June 2016 .

24.Sundarraj, B., Kaliyamurthie, K.P.Social network analysis for decisive the ultimate classification from the
ensemble to boost accuracy rates 2016 International Journal of Pharmacy and Technology 8

25.Sundarraj, B., Kaliyamurthie, K.P.A content-based spam filtering approach victimisation artificial neural
networks2016 International Journal of Pharmacy and Technology 8 3.

26.Sundarraj, B., Kaliyamurthie, K.P. Remote sensing imaging for satellite image segmentation 2016
International Journal of Pharmacy and Technology 8 3.

27.Sivaraman, K., Senthil, M. Intuitive driver proxy control using artificial intelligence 2016 International
Journal of Pharmacy and Technology 8 4.

28.Sivaraman, K., Kaliyamurthie, K.P. Cloud computing in mobile technology 2016 Journal of Chemical and
Pharmaceutical Sciences9 2.

29.Sivaraman, K., Khanna, V. Implementation of an extension for browser to detect vulnerable elements on web
pages and avoid clickjacking2016 Journal of Chemical and Pharmaceutical Sciences

International Journal of Modern Agriculture, Volume 9, No. 4, 2020


https://www.scopus.com/record/display.uri?eid=2-s2.0-85045934930&origin=resultslist&sort=plf-f&src=s&st1=pothumani&st2=&nlo=1&nlr=20&nls=count-f&sid=5fd3967a3946fa7c86b957db67cfd63e&sot=anl&sdt=aut&sl=34&s=AU-ID%28%22Pothumani%2c+S.%22+55315128900%29&relpos=1&citeCnt=0&searchTerm=
https://www.scopus.com/record/display.uri?eid=2-s2.0-85045879415&origin=resultslist&sort=plf-f&src=s&st1=pothumani&st2=&nlo=1&nlr=20&nls=count-f&sid=5fd3967a3946fa7c86b957db67cfd63e&sot=anl&sdt=aut&sl=34&s=AU-ID%28%22Pothumani%2c+S.%22+55315128900%29&relpos=2&citeCnt=0&searchTerm=

	 Universalism
	Dataflow  diagram

